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,Uzycie ,portfela” do przechowywania haset

Unikalne hasta i dobrze zabezpieczone przed dostepem dla przestepcédw internetowych to
fundament bezpieczenstwa. W roli plikdw przechowywujgcych hasta na pewno nie sprawdzg sie pliki
tekstowe. Jak zatem zapamietaé duzg liczbe unikalnych haset?

Na pomoc przychodzg programy typu menadzer haset. Stuzg one jako , wirtualny portfel” na nasze
hasta.

Prosty, darmowy to cechy “KeePass Password Safe” http://keepass.info/ Jak sie nim postuzy¢?
Woystarczy kilka prostych krokow.

File Edit View Tools Help
LoW|e<awa @O

Tile UserName  Password URL Notes

Total: 0 groups / 0 entries 00f 0 selected Ready.

Tworzenie nowego ,portfela”

(€] KeePass - o
File Edt View Tools Help

Col|e«<am|a B O

Tile UserName ~ Password URL Notes

[¥]Use master password and key fie
Key File:
8 D:\pwsafe key

(3 T ==

Total: 0 groups / 0 entries 0of Oselected Ready.

Zabezpieczenie jednym mocnych hastem (sita hasta jest pokazywana na pasku - graficznie).
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Wskazanie sciezki do klucza szyfrujgcego hasta (bardzo wazne!) w tym przypadku D:\pwsafe.key

Uwaga!

Dwa pliki Database.kdb (baza haset) i pwsafe.key (klucz do bazy) nalezy podac bardzo skrupulatnej
procedurze kopii zapasowe].

@ KeePass
File Edit View Tools Help

Hol e« au/a B O

Ttle UserName  Password URL Notes

(@)

p Repeat Master Password

Repeat the master password for the new database.

Totel: 0 groups / 0 entries 0of 0selected Ready.

Powtarzamy gtéwne hasto

@

File Edit View Tools Help
HoE|et«<<gu|a B O

Ttle UserName ~ Password URL Notes

KeePass

lom Data for Key Generation

ouse and type

Random mouse input Random keyboard input

Cick to begin: Just hack some random keys nto the edit box above.
[©  schomessRandomsomce | !oudonthave toremember the keys you type n. They
- are used .
. Coch 50, the more the better. The different, the better.
Move the mouse in the field above unti thisis ful: o
¥ 4 v ok @ Cancel
Total: 0 groups / 0 entries 0of 0 selected Ready.

Generujemy unikalny klucz, poprzez ruchy myszy (w lewym polu) i wpisaniu znakéw w prawym polu.
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File Edit View Tools Help
& =] <|[gma @ Qs V]

&6 Genenl Ttle UserName  Password URL Notes

2 Network
®%

Intemet
eMail
Homebanking

Total: 6 groups / 0 entries 00f O selected Ready.

Po ztozeniu zaszyfrowanej bazy mozemy przystgpi¢ do wpisania pierwszego hasta (podzielone sg one
na kategorie).

€] Database.kdb* - KeePass - olEl
File Edit View Tools Help

DoH| <@ @0k v

&G General T UserName  Password URL Notes
w'm, e Mm @ Moja strona,
Intemet
eMai
5y Homebanking
{8 Backup

URL: I
Notes:

Oooress  nzow | 2sem @la
Attachment: “E‘ | Q
$ 1o | Vo ][0 cn

e
(Group: intemet, Title: Mojz strona, User Name: mp, Password: =, Creation Time: 2015-07-27 09:45:49, Last Modification: 2015-07-29 20:54:58, Last Access: 2015-07-29 20:54:58

Total: 7 groups / 2 entries 10f 1selected Ready.

Wpisujemy nazwe uzytkownika i po kliknieciu kluczyka generujemy unikatowe i mocne hasto.
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KeePass

s =N

Uod| €| dm|a @ Q)]s

Windows
Network
Intemet
G Homebarking Here a random pass

Profie

G General Tile User Name _ Password URL

Notes

eva (® Generate Random Password

ord.

| (custom)

Current settings

(® Generate using character set:
Length of generated password:
[V]Uppercase (4, B, C, ...)
[Lower<ase (3, b, <, ...)
[MIDigits ©, 1,2, ...)
[Cvinus ()
[Clunderine O
‘Also indude the folowing characters:

Clspace ()
[specal ¢, $, %, & ...)
Oeradeets (01, 43,0 ), <, >)
[JHigh ANST characters

() Generate using pattern:

[ colect additional entropy

Generated password

Randomiy permute characters of password

“AE

2|

7 acept [[@ concal |

Total: 6 groups / 0 entries 0of Oselected Ready.
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Po zapisaniu hasta mozemy nazwe uzytkownika i hasto przekopywac kazdorazowo do aplikacji do

ktorej sie autoryzujemy.

File Edit View Tools Help

Coa|¢<%[evua @@/ s

-89 Generl Tee UserName  Passwod  URL Notes
Windows
Network
Intemet
eMai
gy Homebanking
i Backup
& Ctrlev
<& AddEntry.. Ctiley
< Edit/View Entry... Retum
& Dupligate Entry Ctrlok
<X DeleteEntry CtreD
& Modify All Selected...
Select Al Ctilea
4, Eindin Database.. [
(4 FindinthisGroup...  CtrlsShiftsF
Rearrange »

Total: 7 groups / 2 entries. 1 0f 1 selected Ready.

|Group: i, Tie: ofa s, User Name: mp, Password: ——— Groation Time: 20150727 03.45.43, Last Modfication: 20150723 20:55.39, Last Acoess: 20150725 205723
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